Kak nonyuutb Zero Trust

Bce nonb3osatenn Zero Trust nonyyatot 6ennatHbii WARP+ KOTOpPbIN ycKOpSAET coefuHeHne 1
paboty WARP B Liesiom

1) 3axoaum Ha 1 BXOAMM B aKKayHT, HanpuMep, Yepes ryr

2) Haxknmaem Ha Zero Trust
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3) MpuaymbiBaem ntoboe Ms ana CBoer “"KOMaHZAb!”


https://dash.cloudflare.com/
https://dash.cloudflare.com/

% Cloudflare Zero Trust

Cancel and exit

Choose your team name

Don't worry — you can change this later.

test1‘ltesﬂ cloudflareaccess.com

Your team name creates a unique domain for your Cloudflare Zero Trust account.

4) Ham npegnoxart Bbibpatb naaH Ana onaatbl. OTKa3biBaeMCs.

Exit the Cloudflare Zero Trust setup?

Your current settings will be lost, and you'll be redirected to the Cloudflare
dashboard.

Back to setup Confirm and exit

5) )Kmém Zero Trust ewé pas

6) Mepexoaum B paszen Access — Policies n Haxxumaem “Add a policy”




Policies

Control inbound traffic 1
will have access to your

Create reusable

Configure policies that

Appli
Policies

Rule groups

¢ Create

increase.

Add a policy

7) B none “Policy name” BBOAgMM ntoboe Ha3BaHMe.
B none “Selector” Bbibnpaem “Emails ending in”



Basic Information

ame your policy and choose the action Access should take. Ac action documentation &

Policy name (Reguirec Action (Required Session duratio

email Allow Same as applicq

Add rules

Define the policy’s scope using rule types, selectors, and selector values. Selectors are the type of criter
sers to meet. Configure additional selectors by adding lists, login methods, and device posture checks

Selector documentation O

Include ©OR

If more than one Include rule is configured, users only need to meet one of the criteria.

Value
lSelect...
Common name
Country
Emails
Emails ending in
Everyone

, ity of active users. Login decisions may differ if there are ¢
External Evaluation
Evdludieu Ly LIS pPomcy.

8) B none "Value” BBoagnm gmail.com

Include OR

If more than one Include rule is configured, users only need to meet one of the criteria.
Selector (Required Value

Emails ending in gmail.com|

9) CoxpaHsaem. XXmém Ha “Save” B camMOM HUK3y




Add rules

Define the policy's scope using rule types, selectors, and selector values. Selectors are the type of criteria or attributes you want
users to meet. Configure additional selectors by adding lists, login methods, and device posture checks. Selector documentation 4

Include OR
If more than one Include rule is configured, users only need to meet one of the criteria.

Selector (Requirsd Value

Emails ending in @gmail.com (=

Add include + Add require + Add exclude

Policy tester
The policy tester evaluates the last seen identity of active users. Login decisions may differ if there are changes to user attributes

evaluated by this policy.

Test policy

> Additional settings (optional)

Cancel Save

10) Janee xxmém Ha Settings — Authentication — Go to WARP

Logs

CASE

: < Authentication
Data loss prevention

) _
Email Security  New Set global preferences for

applications protected

Browser lsolation  Mew }
behind Access.

Settings




Authentication

Global session timeout . B o i )
Timeout Same as application session timeout  Edit
Set the maximum session length for all your applications.

App Launcher Manage

Define who has access to the App Launcher.

WARP authentication identity settings Go to WARP

Allow s to log in to Access applications with the WARP/Gateway identity. Users will need to reauthenticate based
on the defined ion duration.

11) Janblwe HaxkxnmaeM Ha Policies — Select existing policies

Policies Login methods

rules do not impact permissions for any of the applications behind Access.

Access policies

are evaluated in top-to-bottom order.

Select existing policies

Order Policy name Action Rules Policy ID

12) CtaBMM ranouky Bo3sie Halwero npasuaa u xmém “Confirm”

Select existing policies
vill appl es in the order they are selected.
Select policies

[

email AlLOW View details [

Confirm

13) CoxpaHsaem. Haxunmaem “Save”



Policies Login methods

hese rules do not impact permissions for any of the applications behind Access.

Access policies

Add from your existing policies or create new ones.

Note: Access will evaluate policies with Bypass and Service Auth actions first. Then, policies are evaluated in top-to-bottom order.
Order of execution documentation O.

Select existing policies Create new policy

Order Policy name Action Rules Policy ID

1 email ALLOW 1 0ef77831-3f7d-4cc7-b966-1b696119c104

v Policy details

> email ' ALLOW

*[lanee HaM NoHaA0bUTCS BBOAUTb Ha3BaHMe Hallel KoMaHabl B camoM kaneHTe WARP. Ecan Bbl

3abbln Ha3BaHWe, TO ero MOXHO HaWTh B pasgene Settings — Custom Pages

Zero Trust Home custom pages

Analytics

Team domain
Gateway g
This is where the App Launcher lives, and where users make access requests to applications behind Access.

Access .
.cloudflareaccess.com FEdit

Netwarks

My team
Account Gateway block page

Logs 5
? Configure your account’s default Gateway block page. Gateway will display this page to end-users when your ST

CASB policies block a destination.

Current selection: Default Gateway block page

Data loss prevention

Email Security ~ New
Login page Customize

Browser Isolation =~ New Users will see this page when they reach an application behind Access.

Settings




14) BkntouaemM CTOPOHHWIA BMH

VPN. Ecan y Bac TakuxX HeT, TO MOXXHO NCMNOJIb30BaTb

15) OTKpbIBaEM HaCTPOMKM

OTknroueHo

Bal 1Ha AUTanWaT-AnAr AnUsSLIge
1.1.14a

1.1.1.1 c WARP

Hacrpoiiku
OTnpasyTh OT3LIB

O npunceaxcedvwn Cloudflare WARP
Boiimi

WARF X Q

by Claudflare

16) Mepexoamm B pa3gen YuetHas 3anucb 1 xmém “Bxog B Cloudflare Zero Trust”


https://help-guide.notion.site/1f72684dab0d8078aceedbcd2e1f65f0?pvs=25
https://help-guide.notion.site/1f72684dab0d8078aceedbcd2e1f65f0?pvs=25

OCHOBHBEIE

MNoaknwoyseHKue

YueTHan zanuck

OT3bIBRI

MoaknousHue

Tun yueTtHoid 3anucn: WARP

JTMLEHENOHHBIA KHou: MicnonezoeaTe ApYroW KAoY

ACTEAQ, Ha KOTOPbLIX MCNOABL3YETCA EdLU MWLEHZNOHHEIA KU




